Lab Exercise — 1
Implement the topology given below on cisco packet tracer:

DJ i Lapt§p-PT
s Lagtop-PT PT Laplop2
2
Server-PT 0 "
Serveri

Server-PT Server-PT :l Server-PT

Serverd Serverd Laptop-PT Server?
Laptop0

Figure 01

Do the following:
e Assign IP to the computers. The Network should like this XX. XX.YY.0. i.e. your roll number
like 3879(38.79.1.0) and for all other networks Y should be replaced by 2, 3 and so on.
o Ping the server from any computer.
o Venfy the telnet connection from all switches nearest to the computer.
e Do change the IP of Switch| from Laptopl and Switch2 from Laptop0 using its command
prompt.

Assigning IP and Verifying telnet connections:
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2LINE-5-CHLRNGED: Interface FastEthernetd/l, changed state to up

2LINE-5-CHARNGED: Interface FastEthernetd/2, changed state to up

2LINE-5-CHLNGED: Interface FastEthernetd/3, changed state to up

Switch>en

Switchfconf ¢

Enter configuration commands, one per line. End with CHTL/Z.
Switch (config) #hostname 50

S50 {config) #enakle secret pass

S0{config) #interface wlan 1

S0{config-if)f§ip add 5.42.1.3 255.0.0.0

S0 {config-if) #no shutdown

S0{config-if)#
(LINE-5-CHARNGED: Interface Vlanl, changed state to up

2 LINEFROTO-5-UFDOWN : Line protocol on Interface Wlanl, changed state to up

S0{config-if) #exit

S0{config) #line wty 0 4

S50 ({config-line) #password passl
S0 {config-line)flogin
S0{config-line) fexit
S0{config) #

S0g
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(LINEFROTO-5-UFDOWN : Line protocol on Interface FastEthernetl/1, changed state to )

(LINEFROTCO-5-UFDOWN : Line protocol on Interface FastEthernetl/2, changed state to )

(LINEFROTO-5-UFDOWN : Line protocol on Interface FastEthernet(/3, changed state to )

Command Prompt

Command Line 1.0

Trying 8
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SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/4, changed state to up
%LINE-5-CHRNGED: Interface FastEthernetl/5, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/5, changed state to up
2LINE-3-UPDOWN: Interface FastEthernetl/4, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/4, changed state to down
2LINE-5-CHRNGED: Interface FastEthernetl/4, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(0/4, changed state to up

Switch>=en

Switchf#conf t

Enter configuration commands, one per line. End with CHTL/SZ.
Switch{config)#hostname 51

5l (config) #enable secret pass

5l (config) #interface wvlan 1

Sliconfig-if)$ip add 8.42.2.4 255.0.0.0

5l (config-if) #no shutdown

Sl {config-if)
SLINFE-5-CHRNZED: Interface Vlanl, changed state to up

SLINEFROTO-5-UPDOWN : Line protococl on Interface Wlanl, changed state to up

5l (config-if) #exit

S5l {config) #line vty O 4

5l (config-line) gpassword passi
5l (config-line) #login

5l (config-line) gexit
Sli{config)#

S1(config) g
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(LINE-5-CHRNGED: Interface FastEthernetl/2, changed state to up

(LINEPROTO-5-UFDOWN : Line protocol on Interface FastEthernet(/2, changed state to up

(LINE-5-CHRNGED: Interface FastEthernetl/3, changed state to up

(LINEPROTO-5-UFDOWN : Line protocol on Interface FastEthernet(/3, changed state to up

(LINE-5-CHRNGED: Interface FastEthernetl/4, changed state to up

(LINEPROTO-5-UFDOWN : Line protocol on Interface FastEthernet(l/4, changed state to up

Switch=EN

Switchfconf t

Enter configuration commands, one per line. End with CHNTIL/Z.
Switch(config) #hostname 52

52 (config) genable secret pass

52 {config) #interface wlan 1

52 {config-if)#ip add 8.42_.3_.3 255.0.0.0

52 {config-if) #no shutdown

52 (config-if) g
(LINE-5-CHRNGED: Interface Vlanl, changed state to up

(LINEPROTO-5-UFDOWN : Line protocol on Interface Vlanl, changed state to up

52 ({config-if) gexit
lconfig)#line vty O 4

52 {config-line) gpassword pass3
52 ({config-line) #login exit

% Invalid input detected at """ marker.

52 {config-line) #login
lconfig-line) fexit
52 (config) g

User Access Verification

Password:

[
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Dress RETURN to get started!

2LINE-5-CHANGZED: Interface FastEthernetl/l, changed state to up
SLINEFROTO-5-UPDOWN : Line protocol on Interface FastEthernet(/l, changed state to up
(LINE-5-CHRENEED: Interface FastEthernetl/2Z, changed state to up
SLINEFROTO-5-UFDOWHN: Line protocol on Interface FastEthernetd/2, changed state to up
(LINE-5-CHRNEED: Interface FastEthernetl/3, changed state to up

2LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up

Switch>»en

Switchfconf t

Enter configuration commands, one per line. End with CHTL/Z.
Switch{config)#hostname 53

53 (config) #enable secret pass

53 (config) #interface wvlan 1

53 ({config-if)#ip add 2.42_4.3 255.0.0.0

53 (config-if) $no shutdown

53 (config-if) #
2LINE-5-CHANGCED: Interface Wlanl, changed state to up

(LINEPROTO-5-UPDOWN : Line protocol on Interface Wlanl, changed state to up

53 ({config-if) gexit

53 (config)#line wty 0 4

53 {config-line) §password passd
53 (config-line) $login

53 (config-line) gexit

53 (config) g
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Pinging connection from server:
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Changing the IP of Switchl from Laptop1 and Switch2 from Laptop0 using its command
Prompt.

Previously the IP of Switch2 was 8.42.3.3 so I changed it to 8.42.3.4 from LaptopO.
Previously the IP of Switchl was 8.42.2.4 so I changed it to 8.42.2.5 from Laptop].
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e The IPs should be assigned to the computer using static method and to the router using CLI.

The Network on one side of FastEthernet should like this XX . XX.YY.0 i.e. your roll number like

3879(38.79.1.0) and on another side it should be 3880(38.80.2.0).
o Run the command of show run on Switch0 and Switch] and take a screenshot of it.

e Verify SSH and assign IP to another router interface. It should be done through PC2. Take a

screenshot of it.
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TO CODDIY WICI O.o.

exporticisco.com.

Cisco CISCOLlS941/ES
Processor board ID
2 Gigabkbit Ethernet
DRAM configuration

Bouter=enabkle

%Invalid interface

Router (config-if) #

exit

Routerd

(LINEPROTO-5-UFDOWN : Line protocol on Interface GFigabitEthernetl/0,

Router (config) gexit

I Iocal IaWs, LECULIl CIIIS PLouuceh IInEUdISCelrR -

If you require further assistance please contact us by sending email to

lrevision 1.0) with 451520E/327¢8K bytes of memory.
FTX152400FES

interfaces

is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.
24535¢K bytes of ATR System CompactFlash 0 (Bead/Write)

Fress RETUERN to get started!

Routerfconfigure terminal
Enter configuration commands, one per line. End with CHNTIL/Z.
Router (config) #interface gl 0,0

type and number

Router (config) #¢interface gl/s0
Bouter (config-if) g§ip address 8.42.1.8% 255.0.0.0
Router (config-if) gno shutdown

(LINE-5-CHRNGED: Interface GigabitEthernet0/0, changed state to up

%55Y5-5-CONFIG I: Configured from console by conscle

L summary of U.5. laws governing Cisco cryptographic products may be found at:
http:/ /www.cisco.com/wwl/export/crypto/tool/stgrg.-html

changed state to up

Copy

Paste
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LU LTS 2 1114 =00 £
Router (config-if) g#ip address
% Incomplete command.
Router (config-if) §shutdown
Bouter (config-if) g
SLINE-S5-CHAMZED: Interface GigakitEthernetl/l, changed state to administratively down

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigakitEthernetl/1l, changed state to down

Router (config-if) gexit

Bouter (config) #interface GigakitEthernetd/0

Router (config-if) §shutdown

Bouter (config-if) g

SLINE-S5-CHAMZED: Interface GigakitEthernetl/0, changed state to administratively down

SLINEPROTO-5-UPDOWN: Line protocol on Interface GigakitEthernetl/0, changed state to down
ip address 2.42.1.8 255.0.0.0

Bouter (config-if) g#ip address 5.42.1.8 255.255.
Bouter (config-if) #no shutdown

Bouter (config-if) g

5LINE-5-CHRNEED: Interface GigabitEthernet0,0, changed state to up

55.0

I

SLINEPROTO-5-UPDOWN : Line protocol on Interface GigabitEthernetl/0, changed state to up

Bouter (config-if) gexit

Bouter (config-if) g#ip address 5.42_. 2.8
Bouter (config-if) #no shutdown

Bouter (config-if) g

5LINE-5-CHRNEZED: Interface GigabitEthernetl,1l, changed state to up

SLINEPROTO-5-UPDOWN : Line protocol on Interface GigabitEthernetlsl, changed state to up
Bouter (config-if) gexit

Bouter (config) #interface GigabitEthernetd/0
Rcuter-ﬁccnfig—if)#l W
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GLOBAL GigabitEthernet0/0

Settings
g Port Status On

Bandwidth 1000 Mbps 100 Mbps 10 Mbps Auto
Duplex Half Duplex Full Duplex Auto

Algorithm Settings
ROUTING

SEIE MAC Address 0040.0BAE.CDO01

RIP

SWITCHING IP Configuration
VLAN Database IPv4 Address 84218

INTERFACE Subnet Mask 255 255 255 ()

GigabitEthernet0/0

GigabitEthernet0/1 Tx Ring Limit 10
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GLOBAL GigabitEthernet0/1
Settings
Algorithm S?attings . St.atus On
Bandwidth 1000 Mbps 100 Mbps 10 Mbps Auto
ROUTI_NG Duplex Half Duplex (@) Full Duplex |v| Auto
Static MAC Address 0040.0BAE.CD02
RIP
SWITCHING IP Configuration
VLAN Database il 84228
INTERFACE Subnet Mask 255 255 255 ()

GigabitEthernet0/0
GigabitEtherneto/1 Tx Ring Limit 10

Running show run command:

® 23K-0842 Switch0

SWl>en

Password:

Password:

Password:

SWl¥show run

Building configuration...

Current configuration : 1216 bytes

!

version 15.0

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service passwWord-encryption

1

hostname S5SW1
1

enakble password passl
1

1

!

ip ssh wversion 2

ip domain-name Labé

1

username 842PC2 privilege 1 password 0O 123
1

1

1

——More—-
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Switch»en
Switch#show run
Building configuration...

Current configuration : 1080 bytes

!

version 15.0

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

hostname Switch

spanning-tree mode pvst
spanning-tree extend system-id
1

interface FastEthernetl/1
1

interface FastEthernet(/2
—-More—-
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Switch*enable

Switchgconf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)g#int wlan 1

Switch({config-if)#ip ad 2.42.1.% 255.0.0.0
Switch({config-if)#no shutdown

Switchi{config-if)$
§LINE-5-CHANGED: Interface Wlanl, changed state to up

SLINEFROTO-5-UPDOWN: Line protococl on Interface Vlanl, changed state to up

Switchi{config-if) fexit
Switch{config) fconf t

% Invalid input detected at "*' marker.
Switchiconfig) fconfigure terminal
% Imvalid input detected at "*' marker.

Switchiconfig) ghostnamse SW1

SWli{config)#ip domain-name Lab€

SWl{config)fcrypto key generate rsa

The name for the keys will be: S5W1l.Lab&

Choose the size of the key modulus in the range of 30 to 40%¢€ for your
General Purpose Eeys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bkits in the modulus [512]: 1024
% Fenerating 1024 kit RSE keys, keys will ke non-exportable. . | [0OE]

SWl {config) #enable password passl

*Mar 1 0:31:50.203: %55H-5-ENRBLED: 55H 1.55% has been enabled
SWl{config)fusername 242PCZ password 123
SWl{config)#ip ssh wersion 2

SWl{config)#line wty 0 4

SWl{config-line) §transport input ssh
SWl{config-line) f#login local

SWlico g-line) fexit

SWl (config) fexit

SWlg

%5YS-5-CONFIG_I: Configured from console by conscle

SWléshow ssh

%o S55SHvI server connections running.
%o S55SHvl server connections running.
swig
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Command Prompt

Cisco Packet Tracer PC Command Line 1.0
C:h=ssh -1 2.42.1.5

Password:

¥ 23K-0842 PC2 -

End with CHTL/Z.
nfig) #interface

(config-if) #ip

SW1 (config)d
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Implement the topology given below on cisco packet tracer:
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Figure 03

1. Prevent PCs in the network from communicating with any device in the Employee network. But,
Administration should be able to communicate with the Employees.

2. Only allow any two PC’s in the Employee network (for example: as a GM and Manager
communicates with Administration) to access and communicate with the Administration network,

blocking every other device in the Employee network.
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¥ 23K-0842 PCO - O

Physical Config Desktop  Programming  Attributes

IP Configuration

s

Interface FastEthernetl
IP Configuration

() DHCP @ Static

IPvd Address 192.168.1.2
Subnet Mask |266.256.256.0
Default Gateway 192.168.1.1
DNS Server 0.0.0.0
B 23K-0842 PC4 - O X

Physical  Config  Desktop  Programming  Attributes

IP Configuration

Interface FastEthernet0 W
IP Configuration

() DHCP @ Static

IPvd Address 192.168.1.3 |
Subnet Mask |265.265.256.0 |
Default Gateway 192.168.1.1 |

|

DNS Server 0.0.0.0




¥ 23K-0842 PC1 — O

Physical  Config  Desktop  Programming  Attributes

IP Configuration

Interface FastEthernetl

IP Configuration
() DHCP @ Static
IPvd Address 192.168.1.4
Subnet Mask |265.256.255.0
Default Gateway 192.168.1.1
DNS Semver 10.0.0.0

P 23K-0842 PC2 — O

Physical  Config  Deskiop  Programming  Attributes

IP Configuration ¥
Interface FastEthernetl
IP Configuration
(O DHCP @ Static
IPv4 Address 192.168.2.4 |
Subnet Mask |255.265.256.0 |
Default Gateway 192.168.2.1 |
DNS Server 0.0.0.0 |
¥ 23K-0842 PC3 - O

Physical Config Desktop  Programming  Attributes

IP Configuration

Interface FastEthernetl
IP Configuration
(O pHeP @ Static
IPvd Address |192_158_2_3
Subnet Mask |255_255_255_0
Default Gateway 192.168.2.1

DNS Server 0.0.0.0
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Physical  Config

Deskiop

Programming  Attributes

IP Configuration

Interface
IP Configuration

() DHCP
IPvd Address

Subnet Mask

FastEthernet0

@ Static

192.168.2.2

|265.255.255.0

Default Gateway 192.168.2.1
DNS Server 10.0.0.0
¥ 23K-0842 Routerd — O
Physical Cunﬁg CLI  Attributes
GLOBAL GigahitEthemetU!U!U
Settings
Algorith Sg = Port Status 0
gonthm Setings Bandwidth 1000 Mbps (@) 100 Mbps () 10 Mbps [+] Aut
ROUT'[_NG Duplex Half Duplex Full Duplex [+| Aut
Static MAC Address 0030.F208.0A01
RIP
SWITCHING IP Configuration
VLAN Database IPv4 Address 192.168.1.1
s Subnet Mask 255.255.255.0
GigabitEthernet0/0/0
GigabitEthernet0/0/1 Tx Ring Limit 10
® 23K-0842 Routerd - O >
Physical Conﬁﬂ CLI  Attributes
GLOBAL GigahitEthernet[]f[]H
Settings
Algorith Sg = Port Status On
gonthm Sezings Bandwidth 1000 Mbps () 100 Mbps () 10 Mbps [] Auto
ROUTI_NG Duplex Half Duplex Full Duplex [+] Auto
Static MAC Address 0030.F208.0A02
RIP
SWITCHING IP Configuration
e IPv4 Address 10.0.0.1
—— Subnet Mask 255 255 255 252
GigabitEthernet0/0/0
GigabitEthernet0/0/1 Tx Ring Limit 10
GigabitEthernet0/0/2



# 23K-0842 Router1
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Physical Conﬁﬁ CLI Attributes
GLOBAL GigabitEthernet0/0/0
Settings
Aoorith Sg pre Port Status On
gonthm Setiings Bandwidth 1000 Mbps () 100 Mbps () 10 Mbps [] Auto
ROUTING Duplex Half Duplex Full Duplex [v] Auto
Static MAC Address 0001.4361.0D01
RIP
SWITCHING IP Configuration
VLAN Database IPvd Address 10.0.0.2
INTERFACE Subnet Mask 255 255 255 252
GigabitEthernet0/0/0
GigabitEthernet0/0/1 Tx Ring Limit 10
GigabitEthernet0/0/2
(B 23K-0842 Router1 - O X
Physical Conﬁﬂ CLI  Attributes
GLOBAL GigahitEthernet[]![]ﬁ
Setti
Al 't: Ir;gs;:t. Port Status On
gorthm Sethngs Bandwidth 1000 Mbps (&) 100 Mbps (| 10 Mbps [] Auto
RGUH_NG Duplex Half Duplex Full Duplex [+] Auto
Static MAC Address 0001.4361.DD02
RIP
SWITCHING IP Configuration
VLAN Database IPvd Address 192.168.2.1
INTEREACE Subnet Mask 255.255.255.0
GigabitEthernet0/0/0
GigabitEthernet0/0/1 Tx Ring Limit 10
GigabitEthernet0/0/2
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Physical  Config  CLI  Attributes

|05 Command Line Interface

Router>snable

Router#

Routerf#configure terminal

Enter configuration commands, one per line. End with CNIL/Z.
Router (config) #interface GigabitEthernet0/0/0
Router (config-if)#

Router (config-if) #exit

Router (config) #interface GigabitEthernetd/0/1
Router (config-if)#

Router (config-if) #exit

Router (config) #exit

Router#

£5Y5-5-CONFIG_I: Configured from console by console

Router#enable

Router#config t

Enter configuration commands, one per lime. End with CHTL/Z.
Router (config) #interface g0/0/0

Router (config-if)#ip address 10.0.0.2 255,255.255.252

Router (config-if)#no shutdown

Router (config-if) #exic

Router (config) #interface g0/0/1

Router (config-if) #ip address 192.168.2.1 255.255.255.0

Router (config-if) #3IP-4-DUPADDR: Duplicate address 192.168.2.1 on GigabitEthernet(0/0/1, sourced by
0030.2342.D32C

Router (config-if)#no shutdown
Router (config-if)$

¥ 23K-0842 Routerd -

Router#enable

Routerfconfig t©

Enter configuration commands, one per line. End with CHIL/Z.

Router (config) #interface g0/0/0

Router (config-if) #ip address 152.168.1.1 255.255.255.0

Router (config-if)#%IP-4-DUPADDR: Duplicate address 192.168.1.1 on GigabitEthernetl/0/0, =o
by 0O0OEQ.F7DB.BROS

Router (config-if)#no shutdowm

~

% Imvalid input detected at '"' marker.

Router (config-if) #no shutdown

Router (config-if) #exit

Router (config) #interface g0/0/1

Router (config-if) #ip address 10.0.0.1 255.255.255.252
Router (config-if) #no shutdown

Router (config-if)#

Copy

[ ]Top



¥ 23K-0842 Router0

Router (config) #interface GigabitEthernet(,/0/1
Router (config-if) #exit

Router (config)#ip route 152.168.2.0 255,255.255.0 10.0.0.2
Router (config)#

W 23K-0842 Router1

HEOUTEY [CONMTI1I0-1T) FEX1IT

Router (config) #ip route 1%2.168.1.0 255.255.255.0 10.0.0.1
Router {config)#

0 Fire  Last Status Source Destination Type Color Time(sec) Period Num Edit  Delete
@ Successful  23K-0842 PC1 23K-0842 PC3  ICMP 0.000 M 9 (edit) (delete)
@ Successful  23K-0842 PC1 23K-0842 PC2  ICMP 0.000 M 10 (edit) (delete)
PDU List Window @ Successful  23K-0842 PC1 23K-0842 PC5  ICMP 0.000 M 11 (edit) (delete)
o Fire  Last Status Source Destination Type Color Time(sec) Period Num Edit  Delete
@ Successful  23K-0842 PC2 23K-0842 PC1  ICMP g 0.000 N 12 (edit) (delete)
Delete @ Successful  23K-0842 PC2 23K-0842 PC4  ICMP 0.000 N 13 (edit) (delete)
Toggle PDU List Window @ Successful  23K-0842 PC2 23K-0842 PCO  ICMP ] 0.000 M 14 (edit) (delate)

Right now, 2- way communication is established.... Messages can go from Admin to Employee
and from Employee to Admin.

¥ 23K-0842 Routert

- L
Router>enakle
Routerfconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #ip access-list extended BLOCE EMF TO ADMIN
Router (config-ext-nacl) #deny ip 19%2.168.2.0 0.0.0.255 1%2.168.1.0 0.0.0.255
Router (config-ext-nacl) #permit ip any any
Router (config-ext-nacl) #exit
Router (config) #interface g0/0/1
Router (config-if) #ip access-group BLOCK_EMP TO ADMIN in
Router (config-if) 4
Copy Pas
[]Top
0 Fire  Last Status Source Destination Type Color Time(sec) Period Num Edit Delete
@ Failed 23K-0842 PC3 23K-0842PC1  ICMP pm 0.000 N 0 (edit) (delete)
@ Failed 23K-0842 PC5 23K-0842PC1  ICMP 0.000 N 1 (edit) (delete)
oggle PDU Lis @ Failed 23K-0842 PC2 23K-0842 PC1  ICMP 0.000 N 2 (edit) (delete)

Now, after applying the commands, employee network cannot send in messages to admin.
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Physical  Config DesktnE Programming  Attributes

Command Prompt

e

ing 152.168.2.0
Pinging 152.1&8

Eeply from
Eeply from
Eeply from
Eeply from

Ping

(0% loss),

ing 1582.168.2.1
Pinging 15%2.168.2.1 with 32 bytes of data:

Reply from 15
Eeply from
Eeply from
Eeply from 1S

Received = 4, Lost = 0 (0% loss),
Approxim round trip times in milli-seconds:
Minimum = Oms, Maximum = lms, Average = Oms

2.3 with 32 bytes of data:

. timed
> timed
> timed
. timed

{100% loss),

Admin can send messages to Employee network.
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Physical ~ Config  CLI  Attributes
—
|08 Command Line Interface
T == T T
changed state to up
Router>enable
Router#
Router#configure terminal
Enter configuration commands, one per line. End with CHTL/Z.
Router (config)#interface GigabitEthernet0/0/1
Router (config-if)#
Router (config-if) fexit
Router (config)#interface GigabitEthernet0/0/0
Router (config-if)#
Router (config-if) #ip access-list extended ALLOW_2
Router (config-ext-nacl)#permit ip host 19%2.168.2.4 0.0.0.255
Router (config-ext-nacl) #permit ip host 1%2.168.2.2 0.0.0.255

Router (config-ext-nacl) fexit
Router (config)#interface g0/0/0
Router (config-if) fexit

Router (config)#interface g0/0/1

Router (config-if) #ip access-groupALLOW 2

% Invalid input detected at '"' marker.
Router (config-if) #ip access-group ALLOW 2

% Incomplete command.

Router (config-if)#ip access-group ALLOW 2 out
Router (config-if) #no shutdown

Router (config-if) fexit

Router (config)#

PE-PT
23K {842 PC2

192168 2.4

Fa0M

2960-R4TT

K-0842 Bwitch1 23K-0842 PC5  192.168.2.2

J

—_—
PC-PT

Employees Network
23K-0842 PC3

(® 23K-0842 Routerd

105 Command Line Interface

Routerrinterface g0/0/1

% Invalid input detected at '"' marker.
Router>enable

Router#config t

Enter configuration commands, one per line.
Router (config) #intexface g0/0/1

Router (config-if) #ip access-list extended ALLOW
Router (config-ext-nacl) #permit ip host 192.168.
Router (config-ext-nacl) #permit ip host 192.163.
Router (config-ext-nacl) #exit

Router (config) #intexface g0/ /0/0

Router (config-if) #ip access-group ALLOW_2
Router (config-if) #no shutdown

Router (config-if) #exit

Router (config)#

out

Bk |

SN TY =Y
=
o

o

[N o8 ]

End with CNTL/Z.

(SIS
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Physical  Config  CLI  Attributes

|05 Command Line Interface

Router (config-if) #exit

Router (config)#int gl/0/1

Router (config-if) #ip access-group 120 in

Router (config-if) #exit

Router (config) #interface gl/0/1

Router (config-if)#ip access-list extended ALLOW 2
Router (config-ext—nacl) #permit ip host 192.16
Router (config-ext-nacl) #permit ip host 19
Router (config-ext-nacl) #deny ip host 192.168.2.3

L0.0.255
.0.0.255

% Invalid input detected at '""' marker.

Fouter (config-ext-nacl) fexitc

Router (config) #ip access-list extended ALLOW_.
Router (config-ext-nacl) #permit ip host 192.16% .0 0.0.0.255
Router (config-ext-nacl) #permit ip host 192, 161 . 92.168.1.0 0.0.0.255
Router (config-ext-nacl) #deny ip 15%2.168.2.3 15%2.168.1.0 0.0.0.255

% Incomplete command.

Router (config-ext-nacl) #deny ip host 19%2.16€8.2.3 1%2,168.1.0 0.0.0.255
Router (config-ext-nacl) #permit ip any any

Router (config-ext-nacl) fexitc

Router (config) #interface g0,/0/1

Router (config-if)#ip access-group ALLOW 2 in

Router (config-if) #exit

Router (config) #end

Router#

%5Y5-5-CONFIG I: Configured from console by console

Router#

Copy Paste

¥ 23K-0842 PC2

Physical Config DesktnE Programming  Attributes

d Prompt

Pinging 15 .0 with 32 bytes

Reply from

Reply from
from

from

round trip time

= Oms, Ma=ximuom
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Physical  Config Desktl:uE Programming  Aftributes

Command Prompt
F=cker Tracer PC Command Line 1.0

Pinging 192. .0 with 32 bytes of

il

=2
11

4]

Reply from
Reply from
Reply from
Reply from

it

=

M
[l el O
[R T TR TR 1]

,-...-
it
0

=
m
it

b th W
4]

it

W W [

4]

=2
11

Ping st

Pinging 19

o

Reply from
Reply from
Reply from
Reply from

L]
it
m

o

L]
it
m

o

L]
it
m

Wy W W

~d
time<lms TTL=25

o
L
rt
i

eived = 4,
nate round 1r times in milli-
Minimum = I::Irr.s, II-E'..-.J.IL..:IIL. = 0m=s, Aver:

Only PC2 and PCS5 can talk to ADMIN.



