Lab Exercise SMTP and FTP:

1. Let’s suppose your organization needs to create its small server (to provide some services)
based network. With below mentioned topology and instructions:

Attach a screenshot of each step. Also, Submit a .pkt file.

a) Configure SMTP (create an account with your last name along with the last 3 digits roll
number) and send mail from PC 0 to PC 1, PC1 to PC 2 and PCO to PC3.

b) Configure the FTP server to create an account with your first name, password with your roll
number, and filename with your last name (.bin extension) to show all connection results. The
FTP Server should be established on Server 0, Server 1 and Server 3.
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Phy=ical Config Desktop Programming Attributes
I —
IP Configuration
Interface FastEthernetl ~
IP Configuration
() DHCP (@) Static
Pvd4 Address 192.168.1.2 |
Subnet Mask |255.255.255.0 |
Default Gateway 192.188.1.1 |
DNS Server 0.0.0.0 |
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—
IP Configuration
Interface FastEthernetld e
IP Configuration
() DHCP (@ Static
Pv4 Address 192.168.1.3 |
Subnet Mask |255.255.255.0 |
Default Gateway 192.168.1.1 |
DNS Server 10.0.0.0 |
¥ ServerD 23K-0842 — O X
Physical Config Services Desktop Programming Attributes
—

IP Configuration

IP Configuration

(") DHCP (®) Static

Pvd Address 192.168.1.4 |

Subnet Mask |255.255.255.0 |

Default Gateway 182.168.1.1 |
|

DNS Server 0.0.0.0
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Physical Config

Services

Deskto

IP Configuration

IP Configuration

() DHCP

IPv4 Address
Subnet Mask
Default Gateway

DNS Server
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B Programming

Attributes

(®) Static

192.168.1.5

| 255.255.255.0

192.188.1.1

[0.0.0.0

- O
Physical Config Services Desktop Programming Attributes
|
SERVICES EMAIL
HTTF
SMTP Service POP3 Service
DHCP
DHCPvE ® on (O oFF ® on (O oFF
TFTE
ONS _
=YSLOG Domain Mame: |k|nza.|:um Set
J.Y-Y.Y Uzer Setup
o LLE User |afzalB42 Paz=word (123
EMAIL
TP afzalg42
1afzalg42
IaT
° 2afzalgd2
VM Management 3afzalid?
Radius EAP
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Configure Mail

Uszer Information

“our Name: | afzalg42 |

Email Address | afzalg42@kinza.com |

Server Information

Incoming Mail Server |192.168.1.4 |

Outgoing Mail Server |192.168.1.4 |

Legon Information

User Hame: |afzalB42 |
Pazsword: |--- |
Save Remowve Clear Reset
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Configure KMail

Uszer Information

“our Mame: |1afzaIB42 |

Email Address | 1afzald42@kinza.com |

Server Information

Incoming Mail Server (192.168.1.4 |

Outgoing Mail Server [192.168.1.4 |

Logon Information

User Name: |1afzaIB42 |

Pazsword: | e |

Save Remove Clear Reset
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—

Configure Mail

User Information

“our Name: |2&fzal&342 |

Email Address |Zafzalﬁ42@kin Za.com |

Server Information

Incoming Mail Server |192.168.1.4 |

Outgoing Mail Server |192.168.2.6 |

Logon Information

User Name: |2&fzalB42 |
Password: |“- |
Save Remove Clear Rezet
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I

Configure Mail

User Information

“our Name: | Jafzalg42 |

Email Addrezs | Jafzalg42@kinza.com |

Server Information

Incoming Mail Server |192.168.2.6 |

Outgoing Mail Server |192.168.2.6 |

Logon Information

User Name: | Jafzalg42 |

Pazsword: | [ TTS |

Save Remove Clear Rezet




Sending mail from PC0O TO PC3:
¥ pC323K-0842

Phy=sical Config Desktop Programming Attributes
IEEEE—— 00 SS———

Compose Replhy Receive Delete Configure Kail

Subject Received

afzal242@kinza.com

zent to pcd from pcl

Wed Sep 17 202511:01:23

sent to pc3 from pcl
afzal@42@kinza.com
Sent : Wed Sep 17 202511:01:23

hhhhhhhhhh

Receiving mail from POP3 Server 192.163.1.4 Cancel
Receive Mail Success. Send/Receive




Sending mail from PC0O TO PC1:

¥ pC123K-0842

— O
Physical Config Desktop Programming Attributes
—
MAIL BROV X
Mails
Compose Replhy Receive Delete Configure Mail
From Subject

Received

afzal242@kinza.com

sent to pc1 from pcd

Wed Sep 17 202511:01:00

sent to pcl from pel
afzalg42@kinza.com
Sent : Wed Sep 17 202511:01:00

hhhhhhhhhh

Cancel
Send/Receive




Sending mail from PC1 TO PC2:

® pC2 23K-0842

Physical Config Desktop Programming Attributes
—

MAIL BROWSER

Mails

Compose Rephy Receive Delete Configure Mail

From Subject Received

Zafzald42@kinza.com sent from pci to pc2

Wed Sep 17 202511:02:24

sent from pel to pc2
Zafzald42@kinza.com
Sent: Wed Sep 17 202511:02:24

hhhhhh




b) FTP:

¥ Serverd 23K-0842 — O *
Physical Config SETVICES Desktop Programming Attributes
|
SERVICES FTP
HTTP
DHCP Service ® on O off
DHCPwE
TETE User Setup
DNS Username |kinza | Password |IJS42
SYSLOG o .
Write Read Delete Rename List
AnA
NTP Username Password Permission
EMAIL 1 cisco cisco RWDHL Add
| FTP
10T 2 kinza 0842 RWDML
VM Management Save
Radius EAP
Remove

Created file afzal.bin in PCO
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Phy=ical Config Dezktop Programming Aftributes
|

y Packet Tracer PC Command Line 1.0
tp 1 1.4
Trying to

ftp>put afzal bin

Writing file afzal
File transfer im pro




ory from 152_.1

— Username ok, need password
ssword:
- Logged in
(passive mode

ftprput afzal.

Writing file afzal . bin to 152.1
File transfer in progress. ..

Listing /ftp directory from 15%2_1¢
a : afzal _bin

Trying to
Connected

Writing £ile afzal

File transfer in progr
[Transfer complete — 5

5 bytes copied in 0.

Ftp serverl ip



Checking on PC3:

5
A
Phy=ical Config Desktop Programming Attributes
|
Text Editor
ABCD

=
it

¥ File Name

Enter the new File Name

| afzal bin|

Writing £file af=al._bij

=

File tramnsfer in progress...

[Transfer complete - 4 bytes]

Ftp server( ip



ftprput afzal bin

Writing file afzal bkin to
File transfer in p

[Transfer complete — §

-ftp 192 _.1c
Trying to connect. ..
Connected to 15%2_.1cE
220— Welcome to PT
Username:kinza

- Usernams
Password:

Logged in

ipassive mode

ftprput afzal _kin

Writing file afzal bin to 15%2_1&E8
File transfer in progress. ..

Ftp server 1 ip

-
- -




Checking on PC1
¥ pc123K-0842

Physical Config Desktop Programming Attributes
I

t Tracer PC Command Line 1.0

152
1 .7
PFT Ftp SeIver

d password

ftprput af=

Writing file
File transfer in progress..

[Transfer complete -

7 bytes copied in 0
ftp>dir

Listing fftp directory from 1!

a

Writing file afzal .bin to
File transfer in progress. .

[Transfer complete —

7 bytes
ftprdir

Listing /sftp directory from 1
a : afzal bin

Ftp server0 ip




tp 192_1¢
Irylﬂg to Cconne

ftp>put afzal bin

Writing file afzal _bin
File transfer

[Transfer complete -

7 bytes pied in 0.164 secs
fep>dir

Listing

Ftp server 3 ip



Lab Exercise Wireshark:

Open the WiresharkLab5J.pcap file on Wireshark. Apply a HTTP filter and select the packet

having

serial no. 28 and answer the following questions:

1. What is the status code returned from the server to your browser?

2. When was the HTML file that you are retrieving last modified at the server?
3. What is the destination and source port no?
4. What is the destination and source ip address of the packet?
5. How many data-containing TCP segments were needed to carry the single HTTP response?

1.
4 WiresharkLab5J.pcapng
File Edit View Go Capture Analyze Telephony  Wireless  Tools  Help
4m @ Res»=zF sElElaaan
[ [ etp
Nao. Time Source Destination Protocol Length  Info
3.367054 19.0.0.44 128.119.245.12 HTTP 831 GET /kurose_ross/ HTTR/1.1
i 3.395885 128.119.245.12 16.0.98.44 HTTP 857 HTTP/1.1 288 OK (text/html)
.578142 18.9.8.44 128.119.245.12 HTTP 817 GET /kurose_ross/header_graphic_book_BE_2.jpg HTTP/1.1
516 3.676@356 128.119.245.12 la.6.8.44 HTTP 454 HTTP/1.1 288 OK (JPEG JFIF image)
528 3.673776 16.8.8.44 128.119.245.12 HTTP 788 GET /favicon.ico HTTP/1.1
524 3.692288 128.119.245.12 16.6.8.44 HTTP 556 HTTP/1.1 484 Not Found (text/html)

HTTP/1.1 200 OK

Status code: 200

Frame 28: 857 bytes on wire (6856 bits), 857 bytes captured (6856 bits) on interface en®, id @|| @@ea 78
Ethernet II, Src: Maxlinear 80:98:06 (98:58:11:86:00:80), Dst: Apple 98:d9:27 (78:41:43:98:d9:
Internet Protocol Version 4, Src: 128.119.245.12, Dst: 19.0.8.44
Transmission Control Protocol, Src Port: 8@, Dst Port: 62841, Seq: 4345, Ack: 766, Len: 791
[4 Reassembled TCP Segments (5135 bytes): #24(1448), #25(1448), #27(1448), #2B(791)]

Hypertext Transfer Protocol
Line-based text data: text/html (88 lines)

@3

27 81
8@ 34 B6 B4 6
59 e@ ad @4 4
e 8l 81 @88 &
78 74 28 74 6i
65 66 3d 22 6i
76 69 74 61 &
78 72 6F B4 7'

77 24 £a &2 T



2.

| [http

Mo, Time Source Destination
22 3.367854 10.0.08.44 128.119.245

i 28 3.395885 128.119.245.12 10.9.8.44
205 3.578142 18.0.8.44 128.119.245
516 3.678350 128.119.245.12 10.9.8.44
520 3.673776 16.0.08.44 128.119.245
524 3.692288 128.119.245.12 10.0.8.44

HTTR/1.1 288 OK\r\n
Date: Sun, 31 Jan 2821 28:34:48 GMTA\r\n

Server: Apache/2.4.6 (Cent0S) OpenssL/1.8.2k-fips
Last-Modified: Mon, 31 Aug 20828 15:24:21 GMTA\r\n

3.

I

Mo, Time Source Destination Protocol Length Info
22 3.367854 la.e.8.44 128.119.245.12 HTTP 831 GET /kurao
28 3.395885 128.119.245.12 la.8.8.44 HTTP 857 HTTP/1.1
285 3.57@8142 la.e.8.44 128.119.245.12 HTTP 817 GET /kura
516 3.678358 128.119.245.12 la.@.8.44 HTTP 454 HTTR/1.1
228 3.673776 16.6.8.44 128.119.245.12 HTTP 788 GET /favi
524 3.692288 128.119.245.12 la.8.8.44 HT TP 558 HTTP/1.1

Source Port: 8@

Source Port: 80
Destination Port: 62041

Destination Port: 62841

Frame 28: 857 bytes on wire (6856 bits), 857 bytes captured (6856 bits) on interface e
Ethernet II, Src: Maxlinear B0:80:88 (@8:50:71:858:88:808), Dst: Apple 98:d9:27 (78:41:4
Internet Protocol Version 4, Src: 128.119.245.12, Dst: 19.8.8.44
¥ Transmission Control Protocol, Src Port: 88, Dst Port: 62841, Seq: 4345, Ack: 766, Len



4.

| [t

Mo, Time Source Destination Protocol Length  Infc
22 3.367854 la.a.8.44 128.119.245.12 HTTP 831 GET

j: 28 3.395085 128.119.245.12 lg.8.98.44 HTTP 857 HTT
285 3.578142 1g.8.8.44 128.119.245.12 HTTP 817 GQET
516 3.678358 128.119.245.12 le.8.8.44 HTTP 454 HTT
576 3 RT3ITIA 18 A & aa 128 119 245 172 HTTE 728 GET

Frame 28: 857 bytes on wire (6856 bits), B57 bytes captured (6856 bits) on inter
Ethernet II, Src: Maxlinear B0:80:80 (8@:58:71:80:88:088), Dst: Apple 98:d49:27 (7
% Internet Protocol Version 4, Src: 128.119.245.12, Dst: 18.8.68.44

aleg ....

= Version: 4

+2s. BlBl = Header Length: 28 bytes (5)
Differentiated Services Field: exe® (DSCP: C58, ECN: Not-ECT)

Total Length: 843

Identification: @xbfo3 (40843)

@1@. .... = Flags: @x2, Don't fragment

...0 DBGE GEEE BREE = Fragment Offset: @

Time to Liwve:
Protocol: TCP (&)

Header Checksum: @x@46a [validation disabled]

[Header checksum status: Unverified]

Source Address: 128.119,.245.12

Destination Address: 18.8.8.44

Source Address: 128.119.245.12
Destination Address: 10.0.0.44

5.

[I |tcp.stream eq

Mo.

— 14
18
28
1+ 22
23
* 24
* 25
26
* 27
- 28
= 29

Count: 6

Time

3.323466
3.366349
3.366589
3.367854
3.392444
3.392449
3.393832
3.3937089
3.394783
3.395845
3.395872

Source
16.6.68.44
128.119.245.12
lé.8.8.44
1é.8.8.44
128.119.245.12
128.119.245.12
128.119.245.12
16.6.8.44
128.119.245.12

i128.119.245.12

1g.8.8.44

Destination
128.119.245.12
16.6.6.44
128.119.245.12
128.119.245.12
18.8.6.44
168.68.6.44
16.6.6.44
128.119.245.12
16.6.6.44

110.8.0.44

128.119.245.12

Protocol
TCP
TCP
TCP
HTTP
TCP
TCP
TCP
TCP
TCP
HTTP
TCP

Length Info
78 b2B
76 B8 -
6o 628

831 GET
68 88 -
1514 88 -
1514 88 -
Bb b28
1514 88 -
857 HTTF
6o 628



Steps I followed to count the TCP segments carrying the HTTP response

1. Open capture & filter for HTTP
I opened the WiresharkLab5J.pcap file in Wireshark and typed http in the display-filter
bar.
Then I scrolled to packet No. 28, which contains the HTTP response.

Follow the TCP stream

I right-clicked on packet 28 — Follow — TCP Stream.

After closing the text window, Wireshark automatically applied the filter
tcp.stream eq 0

2. so only the packets for this single connection were visible.

3. Identify server-to-client packets
In the Packet List I looked at the Source and Destination columns.
The server IP is 128.119.245.12 and my client IP is 10.0.0.44, so I focused only on
packets where the Source is 128.119.245.12.

4. Count data-carrying segments
I checked those server-to-client packets and counted every one with a non-zero TCP

length (these are the packets that actually carry the HTTP data).
The packets are 18, 23, 24, 25, 27, and 28.

5. Result
Total data-containing TCP segments for the single HTTP response = 6.



