APPLYING TELNET ON ROUTER:

Router>en
Router#conf't
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int Gig0/0/0
Router(config-if)#ip add 192.168.1.1 255.255.255.0
Router(config-if)#exit
Router(config)#exit
Router#
%SYS-5-CONFIG_I: Configured from console by console
? Routerd

Rlg
£5Y¥Y5-5-CONFIZ I: Configured from conscle by console

Rlgen

Rlgconf t©

Enter configuration commands, one per line. End with CHTIL/Z.
Bl {config) thostname Rl

Bl {config) #enakle secret pass

Bl (config) fusername bdmin password passl
Bl {config) #line wty 0 15

Bl {config-line)#login local

Bl {config-line)ftransport input telnet
Bl {config-line) fexit

Bl {config) D0 WR

Building configuration. ..

[CE]

Rl {config)

Router#

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface GigabitEthernet0/0/0
Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up
Rl1#en

R1#conf't

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#hostname R1

R1(config)#enable secret pass

R1(config)#username Admin password passl

R1(config)#line vty 0 15

R1(config-line)#login local

R1(config-line)#transport input telnet

R1(config-line)#exit

R1(config)#DO WR

Building configuration...

[OK]



R1(config)#

¥ pco

[Connection to 192_.168_1.1 closed by foreign host]

Verification

e Bdmin

—
Ty
/ \

Default Gateway: 152.163.1.1

( \

j \_I
PCAT PC-PT
PCO hy

192.168.1.2 192168313



APPLYING TELNET ON SWITCH:

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#interface vlan 1

Switch(config-if)#ip add 192.168.1.1 255.255.255.0
Switch(config-if)#no shutdown

Switch(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

Switch(config-if)#exit

Switch(config)#exit

Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SO

SO(config)#enable secret pass

SO(config)#line vty 0 4

SO(config-line)#password pass1

SO(config-line)#login

SO(config-line)#exit

SO(config)#
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(LINE-5-CHARNGED: Interface FastEthernetl/l, changed state to up
SLINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/l, changed state to up
(LINE-5-CHARNGED: Interface FastEthernetl/2, changed state to up

SLINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernetl/2, changed state to up

Switchren

Switchfconf t©

Enter configuration commands, one per line. End with CHTIL/Z.
Switch (config)#interface wlan 1

Switchiconfig-if)gip add 132.1€3.1.1 255.255.255.0
Switch({config-if) #no shutdown

Switch (config-if)#
SLINE-5-CHLRNGED: Interface Vlanl, changed state to up

(LINEFROTO-5-UFDOWN: Line protocol on Inmterface Vlanl, changed state to up

Switch (config-if) #exit

Switch (config) fexit

Switch#

%5¥S5-5-CONFIG_I: Configured from console by console

Switchi#en

Switchfconf t

Enter configuration commands, one per line. End with CHNTL/Z.
Switch (config) f#hostname 50

S0 {config) #enable secret pass

S50{config) #line wty 0 4

S0{config-line) §password passl

S0{config-line)#login

S0{config-line) fexit

SO{config)#




APPLYING SSH ON ROUTER:
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Router>enable

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface GigabitEthernet0/0
Router(config-if)#ip add 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to
up

Router(config-if)#exit

Router(config)#exit

Router#

%SYS-5-CONFIG _I: Configured from console by console

Router#en

Router#conf't

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1SSH

R1SSH(config)#enable secret pass



R1SSH(config)#ip domain-name CNLAB.com

R1SSH(config)#username cs-student password passl
R1SSH(config)#crypto key generate rsa

The name for the keys will be: RISSH.CNLAB.com

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

R1SSH(config)#line vty 0 15

*Mar 1 0:7:17.894: %SSH-5-ENABLED: SSH 1.99 has been enabled
R1SSH(config-line)#login local

R1SSH(config-line)#transport input ssh

R1SSH(config-line)#exit

R1SSH(config)#ip ssh version 2

R1SSH(config)#
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Router (config-if) #ip add 1%2.1€8.1.1 255_.255.255.0
Router (config-if) #no shutdown

Router (config-if) #
5LINE-5—-CHRNGED: Interface GigabitEthernet0/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0, changed state to up

Bouter (config-if) fexit

Router (config) #exit

Routerg

%55Y5-5-CONFI& I: Configured from conscle by conscle

Routerfen
RBouterfconf t
Enter configuration commands, one per line. End with CHTL/Z.

Router (config) #hostname R155H

Rl155H (config) #enakle secret pass

R155H (config) #ip domain-name CHNLAB.com

Rl155H (config) fusername cs—-student password passl

R155H (config) focrypto key generate rsa

The name for the keys will bke: R155H.CHLAB . com

Choose the size of the key modulus in the range of 360 to 405%¢ for your
Feneral Purpose Eeys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bkits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable. .. [QFE]

R155H (config) #line vty 0O 15

*Mar 1 0:7:17.894: %55H-5-ENRBLED: 55H 1.3% has been enabled
R155H (config-line) #login local

Rl155H ({config-line) #transport input ssh

R155H (config-line) fexit

R155H (config) #ip ssh wersion 2

R155H (config) #
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APPLYING SSH ON SWITCH
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ELINEPRUIU-o-UPDUWH - Line protocol onl lnterrace wlanl, changed state to up

Switch(config-if) gexit

Switch (config) g#exit

Switchg

£5¥Y5-5-CONFIG I: Configured from conscle by console

Switchien

Switchfconf t

Enter configuration commands, one per line. End with CHTL/Z.

Switch (config) #hostname 51

51 (config) #ip domain-name LabMid

S5l {config) fcrypto key generate rsa

The name for the keys will be: 51.LabMid

Choose the size of the key modulus in the range of 3¢0 to 40%& for your
Feneral Purpose Eeys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 kit BRSA keys, keys will ke non-exportable. .. [QE]

51 (config) fusername cs-student password 123

‘Mar 1 0:€:45_&8l: %55H-5-EMABLED: 55H 1.9%5% has been enabled
51 {config) fusername ds-student password 123

51l {config)#ip ssh wersion 2

5l {config)#line wty 0 4

51l {config-line) #transport input ssh

51l {config-line) #login local

51l {config-line) fexit

51 {config) gexit

Sl

£5Y5-5-CONFIz_I: Configured from comnscle by console

Slgshow ssh

%Mo S55Hv2Z server connections running.
%Mo S55Hvwl server connections running.
Slgsa|

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#interface vlan 1

Switch(config-if)#ip add 192.168.1.1 255.255.255.0
Switch(config-if)#no shutdown

Switch(config-if)#
%LINK-5-CHANGED: Interface Vlanl, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up



Switch(config-if)#exit

Switch(config)#exit

Switch#

%SYS-5-CONFIG _I: Configured from console by console

Switch#en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#ip domain-name LabMid

S1(config)#crypto key generate rsa

The name for the keys will be: S1.LabMid

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

S1(config)#username cs-student password 123

*Mar 1 0:6:49.681: %SSH-5-ENABLED: SSH 1.99 has been enabled
S1(config)#username ds-student password 123
S1(config)#ip ssh version 2

S1(config)#line vty 0 4

S1(config-line)#transport input ssh

S1(config-line)#login local

S1(config-line)#exit

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

S1#show ssh
%No SSHv2 server connections running.

%No SSHv1 server connections running.
S1#
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