
ACL Definition: An Access Control List (ACL) is a set of rules used on routers (and sometimes 
switches or firewalls) to control network traffic and enhance security. It acts like a filter -  
checking each packet that passes through the router, and deciding whether to permit or deny it 
based on criteria like source address, destination address, or protocol type. 
Purpose of ACL: 

Purpose Description 

1. Traffic Filtering Control which packets are allowed or denied through a router. 

2. Network Security Restrict access to certain parts of a network. Example: block a 
department from accessing servers. 

3. Bandwidth 
Optimization 

Prevent unnecessary or harmful traffic (e.g., streaming, P2P) from using 
network resources. 

4. Policy Implementation Enforce organization policies (e.g., only specific users can access admin 
network). 

5. Route Control 
(Advanced) 

Used in redistribution and route filtering (in advanced routing protocols). 

Working Principle:  

When a packet reaches a router interface where an ACL is applied: 

1.​ The router reads the ACL rules top to bottom. 
2.​ Each rule (called an ACE – Access Control Entry) is checked in order. 
3.​ As soon as a match is found, the router takes the specified action (permit or deny). 
4.​ If no rule matches, the packet is implicitly denied by the “implicit deny all” at the end of 

every ACL. 

ACL Types:  

Type Description Filtering Based On 

Standard ACL Basic filtering based only on source IP address. Source IP only 



Extended ACL Advanced filtering based on source, destination, 
protocol, and port number. 

Source + Destination + 
Protocol + Port 

Named ACL ACLs with readable names instead of numeric IDs; can 
be standard or extended. 

Depends on type 

For standard ACL:  

access-list [1-99] {permit | deny} source [wildcard] 

For Extended ACL:  

access-list [100-199] {permit | deny} protocol source source-wildcard destination 
destination-wildcard [eq port] 

 



 

 

 



 

 

 



 

 

 



 

 



 
Right now ping is successful. All can ping and receive/send messages to each other.  



 
 
1. Block All ICMP (PING & Other Messages): 
Suppose we want to block SALES to ping any other PCs (MARKETING & FINANCE). But, all 
other PCs must be allowed to ping SALES: 
Router 0:  

 

 



 
 
Verification of ACL working:  

 



 
 
 
 
 
 



2. Block a Whole Network: Suppose we want to block the entire network of MARKETING 
(30.0.0.0/8) to be accessed from FINANCE: 
Router1> enable 
Router1# configure terminal 
Router1(config)# access-list 120 deny ip 10.0.0.0 0.255.255.255 30.0.0.0 0.255.255.255 
Router1(config)# access-list 120 permit ip any any 
Router1(config)# interface fa0/0 
Router1(config-if)# ip access-group 120 out 
Router1(config-if)# exit 
Router1(config)# end 
Router1# show access-lists 

 

 
Ping from MARKETING TO FINANCE is successful.  
 



 
Ping from FINANCE TO MARKETING is not successful (FAILED).  
 

ACL Type Apply Close To  
Direction 

Example 

Standard ACL Destination Usually outbound Simpler (based on source only) 

Extended ACL Source Usually inbound Checks both source and destination 

 
 
 
 
 
 
 
 
 
 
 
 



Ex:  

 

 

 



 

 

 



 

 

 



 

 
Router 3:  
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Router 2:  

 

 



 
Till here, No ACL is applied. All can ping and send/receive messages with each other.  

 

 



 
Pinging successful.  

 
After applying and implementing ACL:   

 



 
 
 
 



Verifying ACL working:  

 
Removing access-list 5 from the Router 2  

 
Show access-lists now shows no access list  

 
All can receive send messages from PC2 since now ACL has been removed  
 
 
 
 



Lets apply the same concept now using name based ACL.  

 

 

 

 
 
 
 



Remove name based ACL:  

 

 

 



PC2 is not allowed to ping PC5 now.  

 
 
 
 
 
 
 
 


	Working Principle:  

